OneEducation

Putting children first

Whitelisting One Education for Gmail administrators

1. Login to your Gapps administrator account and open up the Admin panel
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2. Select “Apps”

Apps
hManage apps and their
settings

3. Select “G Suite”
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4. Select “Gmail” from the list of Services
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5. On the “Gmail” service tab, scroll to the end and click on “Advanced Settings”

Enable acdiicrial experimental Gl features for your users

Hosts.

5 10 dvact messages to Microsoft Exchange

or split delivery or a catchal address.

Authenticate email

S21up email auther

User settings

Set name formats. Enabis user preferences such as themes, read s, and emal delegatior
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6. Inthe Spam Filtering settings, hover over the “Spam” section and click on Edit

‘Spam, phishing, and malware

A ernail whitelst is & list of 1P 30dresses from which you want your users ta receive emails, Mail sent froem these IP addresses should it be marked a5 Spam. In crder 10 take full advantage of Gmiails spam filering service and
for best spam classificstion results, IP sdresses of your mail servers that are forwarding email to Gmail should be sdded to Inbound Gateway and not in IP Whitesist

Enter the I sdoresses for your emal whitelist
Separate enlries with commas

Enhanced pre-defivery Enables improved detection of SUSpICIOUS content prior ta delivery. @
message seanning This may delay the delivery of eertain messages

Spam created at 2013/0307 0:48:37AM UTGH EDT  DISABLE DELETE  ADDANOTHER  COPY TO ORGANIZATION

Aggressive spam Fltering: Ho
Bypass intemal senders: Yes
Bypass approved senders: Ves
Quarantine message: No
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7. Inthe “Edit Setting” popup, ensure “Bypass spam filters for message received from
addresses or domains within these approved senders lists”, click “Use existing or create a
new one”, in “Create new list” enter “One Education” and click “Create”. Your new list will
be added to the existing list, hover over the name “One Education” and then click “Edit”

Edit setting

Spam

All incoming email messages are subjected to Google's spam filters. Messages detected as spam are automatically
placedin the spam folder.

Modify this default behavior in the following ways
B more aggressive when filtering spam
Bypass spam filters for messages received from internal senders

Bypass spam filters for messages received from addresses or domains within these approved senders lists.

Whitelist (5)

Available lists:
pres (1
quarantine
Create new list
One Educatior]

CREATE

CANCEL SAVE

8. Inthe menu that expands, click the + icon. Add the email address “switch@egress.com”,
untick the “Require sender authentication (recommended)” tick box, Click “Save”. Again click
the +, Add the domain “oneeducation.co.uk” and untick the box, Click “Save”. Finally click
“Save” on the “Edit Setting” popup and then in the bottom right of the General Settings

screen.

One Education Q +

Address Authentication (received mail only) @

Email address or domain name:
oneeducation.co.uk

[[] Require sender authentication (recommended). Learn more

CANCEL SAVE
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Your email system will now automatically deliver any email from the switch@egress.com address or
oneeducation.co.uk domain to a user’s inbox instead of potentially delivering it to Spam folders for
any users with addresses in the email domains you have specified. However, it is still possible for end
users to manually mark emails from the switch@egress.com user or oneeducation.co.uk domains as
spam in their email client, One Education has a guide available for users to help them ensure their
client is not blocking oneeducaiton.co.uk emails as Spam, this can be found on our website at
https://www.oneeducation.co.uk/news-blog/egress
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